IIpopunakTuka mnpecTrymieHUuil, coBeplIaeMbIX C HCIOJb30BAHUEM
HH(OPMAIMOHHO-KOMMYHHUKANUOHHBIX TEXHOJIOT UM,

Pa3BuTHe COBpeMEHHOro OOIIecTBa, OCHOBAaHHOTO Ha HCIOJIb30BAHUU
OTPOMHOI0 MAacCHBa Pa3zHOOOPa3HON HH(POPMAIMHM, HEMBICIUMO O€3 IIUPOKOTO
BHEJIPEHUSI KOMITBIOTEPHON TEXHUKHU.

OHa chnyXuT JJIsl XpaHeHUs U 00pabOTKM MHQPOpPMALIMU, UCTIONB3YETCS Kak
CPEIICTBO CBA3U U KOMMYHHUKALIUAM.

3a nocinegHue 4 roja MPOU3OLIEN PE3KUH POCT  MPECTYIUICHHH,
COBEPILIEHHBIX C MIPUMEHEHUEM MH()OPMAIIMOHHO-KOMMYHUKAIITUOHHBIX
TEXHOJOTHH Wiu B chepe KOMIbIOTEpHON uH(popManuu — Oonee, yeM B 6 pas.
bonee TMOJOBHMHBI NPECTYIUIEHWI COBEPIIEHO C  HMCHOJb30BAaHUEM  CETH
«HTEepHET», 3HAUUTEIBHOE KOJIMYECTBO — C NPHUMEHEHUEM CPEICTB MOOHMIIBHON
CBSI3H, PACUETHBIX (TJIACTUKOBBIX) KapT.

K comnmanbhbiM npuunHaM pocta npectynHocTty B cpepe KT oTtHOCHTCS:

- BCeoO11asi KOMIBbIOTEpU3ALMsI, KOTOpask CO3/1a€T HEOOXOAUMYIO Cpey IS
JEATEIbHOCTH KOMIIBIOTEPHBIX IIPECTYITHUKOB;

- MPOTHUBOPEUHUS MEXAY NMOTPEOHOCTSIMU HACENIEHUS U BO3MOXKHOCTBIO HX
YIIOBJIETBOPEHUS JIETAIbHBIMU CIIOCOOaMH B CUITy HU3KOTO YPOBHS KHU3HU;

- JIETKOMBICJICHHOE OTHOILIEHUE POCCHICKOro O0IIEeCTBa K KOMIIBIOTEPHOM
MPECTYIHOCTH;

- IOBEPUHMBOCTh I'PAK/IaH MPU OHJIAWH-TIOKYIIKE TOBAPOB U YCIyT (OIiaTa a0
UX TOJyYEHHUsI, OCOOCHHO Yepe3 MHTEPHET-KOIIENIEK, a HE Yepe3 pacUETHBIA CUeT
OaHKa, MOMOIIb MO OOBSIBIECHUSAM OT OJArOTBOPUTEIBHBIX OpPTraHU3AIMN Yepes3
CalThI-Ty0aepbl CO CTOPOHHUMHM PEKBU3UTAMH JIJIsl IEPEUNCIICHUS ACHET).

[Ipodunaktuka 0COOEHHO BakHA B OTHOIIEHUM HECOBEPIICHHOJETHUX
nosap3oBaresien cetu «MHTepHeT». YuuThIBasg, 4YTO 3HAYMUTENBHYIO TPYIIY JIMII,
COBEPIIANIINX PECTYIUIEHUS B CETH VIHTEpHET, COCTABIISIOT PaHEE HE CyJIUMBIE
yyaniiecsi, B TOM YHCJE€ U HECOBEPIICHHOJIETHUE, C LEJIbI0 MPO(UIaKTUHIECKOTO
BO3/ICICTBUS HA HUX HEOOXOJUMO MPOBOJIUTH MPO(PUIAKTUIECKUE MEPOIIPUITUS B
IIKOJIaX, BBICIIUX YUYE€OHBIX 3aBEACHUSX, MyOJINKOBATh CTAThH HA ATy TEMY.

AHanu3 JaHHBIX YTOJIOBHO-IIPABOBOM CTaTUCTHUKHU CBHUJIETEIBCTBYET O POCTE
YHUCla TAKUX MPECTYMHbBIX JACSTHUM.

Tax, 3a 2020 rox Ha Tepputoprur MypMaHCKO#l 00J1aCTH C UCIIOJIb30BAaHUEM
MH(OPMAIMOHHO-TEJIEKOMMYHUKALIMOHHBIX TEXHOJIOTHI coBepiieHo Ooisiee 4200
npecTyrieHui, uro Ha 75% Oounbmie, yem B 2019 romy. U3 Hux 2189 — st0
MOIIIEHHUYECTBA, COBEPIICHHBIC, B TOM YHUCJIE C HMCIOJIb30BAHUEM 3JIEKTPOHHBIX
CPEJICTB IJIaTeka U B cpepe KOMIBIOTEPHOU MHPOPMALIUU.

TonpKo 3a STHBaph TEKYILEro I'ojJla )KEpTBAMH JAECHCTBYIOLIUX JUCTAHIIMOHHO
3JIOYMBIIUIEHHUKOB cTayid 308 KuTeNnei pernoHa.

K Haumbonee TUNUYHBIM CHOCOOAM COBEPLIECHUS NPECTYIUICHUH C
UCIOJIb30BaHNEM MH(POPMAIIMOHHO-TEIEKOMMYHHUKAIIMOHHBIX TEXHOJIOTHI MOXKHO
OTHECTH CIICAYIOLIHE.



3II0yMBILIEHHUKNA 3BOHAT Tpa)kaaHaMm, MPEACTABISISICh COTPYIHUKaAMU
0aHKOB, Ha3bIBasi UX MO UMEHHU, OTYECTBY, MPOCAT COOOIIUTH TaHHbIE OAHKOBCKHUX
kapt (Homep, CVC(CVV), PIN-kompl W T.M.) Uil TOPEIOTBPAIICHUS SKOOBI
HECAaHKIIMOHUPOBAHHOTO CIHMCAHMS JIEHEXKHBIX CpelACcTB JHO0 odopMiIeHHUs
Kkpeauta. Vcnonb3ys 3TU CBEJCHUS, MOIY4aloT YJAJICHHBIM JOCTYH K JUYHOMY
KaOWHeTy KJIMeHTa O0aHKa W MEpeBOJAT JeHbIM 0e3 Beaoma coOcTBeHHuKa. [lpu
ATOM, MPECTYMHUKHA MOTYT HCIOJIb30BaTh MPOrpaMMbl MOAMEHBI TeNe(OHHBIX
HOMEPOB, B CBSI3M C YEM HOMEP BXOSAIIETO 3BOHKA OINPEACIAETCS Y KIMEHTa KaK
HoMep OaHKka. 3a4acTyio BBEJCHHBIC B 3a0IyKJIEHHE TpaKAaHE CaMH MEPEBOJISAT
JIEHEKHbIE CPEACTBA HA CUETA, YKA3aHHBIE MOIICHHUKAMHU.

PacnipocTpaHeHbl XUIIEHUS C UCHOJIb30BAHUEM IPECTYMHUKAMH CEpBHUCA
«Avito». BBoas rpaxknanuHa B 3a0IyXKJI€HHE OTHOCHUTEIBHO CBOETO HaMEpEeHHs
npuoOpecTd WM  [poJaTh TOBap, B  XOA€ TeNe(POHHBIX  Pa3srOBOPOB
3JIOYMBIIIUICHHUKN Y3HAIOT PEKBU3UTHI OAHKOBCKOW KapThl MOTEPHEBILIETO, MpPU
IIOMOIIM KOTOPBIX CIIMCHIBAKOT JEHEXKHBIE CPEICTBA CO cyeTa. B psane ciydaes
IIpeJIaraeTCs IEPEUTH 110 CChUIKAaM JUIS IEPEBOAA IEHEKHBIX CPEACTB, MOCIIE YETO
«IIPOAABEL HE MPEAOCTABIISIET OIUIAYEHHBIN TOBAp U HE BBIXOJAUT HA CBSA3b.

Kpome »3TOro, mnpecTymHHKM MaccoBO pacchuiatloT  SMS-cooOuieHus
clieyromero cojaepkanus: «Bama kapra 3a0nokupoBana. s pa30IOKUPOBKU
HEOOXOJMMO TO3BOHUTH IO HOMEPY...». BOJBIIMHCTBO IpaxaaH, BMECTO TOrO,
4yTOOBI cpa3zy 00paTUTHCA B CBOM OaHK JUIsl MPOBEPKHU MOCTYNHUBIIEH MHPOpMAIUH,
MEepPEe3BAHUBAIOT MO YKa3aHHOMY B SMS-cooOllieHnr HOMEPY U B XOJI€ pa3roBopa
NEPEeNA0T 3JI0YMBINUICHHUKaM HUH(QOPMALMI0 O OaHKOBCKMX PEKBHU3UTAaX, MOCIE
YEero OCYIIECTBISETCS HE3aKOHHOE CIHMCAHWE JIEHEKHBIX CPEACTB. 3a4acTyro
IrpaKJaHE CaMU MEPEBOAAT JACHEXKHBIE CPEICTBA HA YKA3aHHbBIC MPECTYIMHUKAMU
«GalIMILECHHbIE» cueTa SAKOObl i1 UX coxpaHeHus. DaKTUYECKH JIEHEKHbIE
CpeICTBa BBIOBIBAIOT M3 3aKOHHOTO BJIAJICHMS, U COOCTBEHHUK HE MMEET K HHUM
JOCTYIIA.

XWINEHUsT JI€HEKHBIX CPEICTB Yy TpaXJaH COBEPIIAIOTCA TAaKXKE IyTEM
HanpasiieHus: SMS-cooOmeHuii o BBIUTPHINIE, IS TOJIYYEHHs KOTOPOIo
HEOOXOMMO MEPEBECTU JCHEKHBIE CPEICTBA HA YKa3aHHBI aOOHEHTCKUI HOMED.

Pacnpoctpanenbl  (GakTbl, KOrJa  MPECTYNHUKH  IMPEACTaBISAIOTCA
POJACTBEHHUKAaMU JTMOO 3HAKOMBIMU MOTEPIHEBIINX, PACCKA3bIBAIOT, YTO MOMAIU B
Oeceny (CTaJii BAHOBHUKOM JOPOKHO-TPAHCIIOPTHOTO MPOUCILIECTBHUS, 3a€PKaHbI
COTPYIHHUKAMHU TOJUIMH, CPOYHO TpeOyIOTCA NEHbIM HA ONEpauuio U T.I.) U
IPOCST NPEAOCTABUTH UM JIEHEKHBIE CPEJICTBA.

3/I0yMBIJIEHHUKHA ~ B3JIaMBIBAIOT ~ 3JIEKTPOHHYIO TOYTY, AaKKayHTbl B
COLIMAJIBHBIX CETSX, MOCJIe YEro OT MMEHHU IMOJIb30BATENS PACCHUIAIOT IPaKIaHaM,
CBEJICHUSI O KOTOPBIX MMEIOTCS B KOHTAaKTaxX JAHHOIO JIMIA, POCHOBI O 3aiiMe
JEHEXKHBIX CPEICTB. B pe3yapTaTe NEHBIHM MOCTYNAKOT HA CUET MOIICHHUKA.

Yrobbl He cTaTh JKEPTBOM MPECTYNHUKOB, HEOOXOIHWMO CIIE€A0BAThH
OINPENEICHHBIM ITPABUJIAM:

1. Ecau mosy4yeH 3BOHOK WUJIM COOOILIEHUE B COLMAIIBHOM CETH C MPOChOOH 0
CPOYHOM JEHEKHOW NOMOIIM I 3HAKOMOIO WM POJCTBEHHUKA, HE CTOUT



MPUHUMATh perieHne cpa3y. HeoOxommMo mpoBepuTh MOTYyICHHYI0 HHHOPMAIIHIO,
CBS3aBILKCH CO CBOUMU POJHBIMU M 3HAKOMBIMH.

2. Hukorna m HHMKOMY He cooOmanTe TpEX3HAYHBIA KOJ Ha oOpaTHOMU
ctopoHe Bameit 6ankoBckoit kaptel (CVV), 310 ki1toy Kk Bammm nenbram.

3. Henp3st coob1ath HUKOMY JIMUHBIE CBEACHUS, TaHHbIE OAHKOBCKUX KapT
u CMC-naponu, KOTOpble MOTYT OBITh HCIOJIB30BaHbI 3JI0YMBIIIJICHHUKAMH IS
HETIPABOMEPHBIX JICHCTBUM.

4. Ecniu mo Ttenepony Bac mpocsatr nHaOpare komOuHanuio 1udp B
OaHkoMare, mpekpaTuTe paszroBop. Hwukorma He BBINOJHSINUTE JEUCTBUS C
0aHKOMATOM «II0J] AMKTOBKY» JIPYroro 4yeloBeKa.

Heo0xonumMo TOMHUTB, 4YTO 3J0YMBINUIEHHUKH MOTYT TMPEACTABUTHCS
COTpYAHUKaMU 0aHka, MPaBOOXPAHUTEIBHOTO oprasa, YUPEKICHUS
3paBOOXpaHeHUsT U oOpamaTthcs K Bam mo mmenn u otdectBy. OMHAKO TOJIBKO
MOIICHHUKU OyIyT TPOCUTHh COOOIIUTHh PEKBU3UTHI OAHKOBCKOW KapThl, CMC-
napoiib (kox), CVV-kon Bameit kaptel. B xaxaom Takom ciiydae HE0OXOIUMO
3aBEPLIUTH Pa3roBOp.

CoTpynuuku 0aHKa TakXe He MpeJiararT:

- YCTAaHOBUTH TMpPOTpaMMbl  YJAJIEHHOTO JOCTyna (WKW CTOPOHHHUE
MPWIOKEHUS) HA MOOMIIBHOE YCTPOMCTBO M Pa3pelInTh MOJKIIOUEHHE K HUM O]
IPEJIOTOM TEXHUUYECKOW MOAJNEPKKUA (Hampumep, Ui YAAJICHHUS BHUPYCOB C
MOOMJIBHOTO YCTPOMCTBA);

- IEPEBECTHU JCHEKHBIE CPEACTBA HA «3AITUIICHHBIN CUET»;

- BKJIIOUWUTH Nepeajzpecanuio Ha TenedoHEe KIMEHTA /i1 COBEpILIEHUS B
JadbHEWIleM 3BOHKA OT €r0 UMEHH B OaHK.

Eciu Bl cranu kepTBOM NpecTymHUKA, HEOOXOOUMO HE3aMeNIUTEIbHO
o0OpaTUThCS B OpPTaHbl BHYTPEHHUX JI€JT C COOTBETCTBYIOIIUM 3asBICHUEM JIMYHO
160 1mo3BOoHUTH 1O TenedoHam 102 unm 112. B 3asBnenuu ciaeayer MakCUMaiIbHO
oIPOOHO paccka3aTh O BCEX 00CTOATENBCTBAX COOBITHA. TaKKe ClenyeT MPUHSAThH
MephbI K OJIOKUPOBKE OAHKOBCKOM KapThI.



